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January 27, 2012 


The Honorable Darrell E. Issa 
Chairman 
Committee on Oversight 

and Government Reform 
U.S. House of Representatives 
Washington, DC 20515 

The Honorable Patrick J. Leahy 
Chairman 
Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

The Honorable Lamar S. Smith 
Chairman 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 

The Honorable Elijah Cummings 
Ranking Minority Member 
Committee on Oversight 
and Government Reform 

U.S. House of Representatives 
Washington, DC 20515 

The Honorable Charles E. Grassley 
Ranking Minority Member 
Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

The Honorable John Conyers, Jr. 
Ranking Minority Member 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 

Dear Messrs. Chairmen and Senator Grassley, Congressman Conyers, and 
Congressman Cummings: 

In his appearance before the House Judiciary Committee on December 8,2011, the 
Attorney General made clear that "[d]isrupting the dangerous flow of firearms along the 
Southwest border and putting an end to the violence that has claimed far too many lives is and 
will continue to be a top priority for this Department of Justice." At the same time, the Attorney 
General has recognized that "in pursuit of that laudable goal, unacceptable tactics were adopted 
as part of Operation Fast and Furious," as well as during the prior administration's Operation 
Wide Receiver and in other investigations occurring in both administrations. This letter 
describes reforms we have instituted to ensure that such tactics are not utilized in the future, and 
to address other concerns raised in regard to this matter. 

Shortly after learning about the allegations raised by agents of the Bureau ofAlcohol, 
Tobacco, Firearms and Explosives (ATF), the Attorney General requested a review of the Fast 
and Furious matter by the Department's Acting Inspector General. But, even while awaiting the 
Inspector General's report, we are undertaking key enhancements to existing Department 
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policies and procedures to ensure that mistakes like those that occurred in Wide Receiver and 
Fast and Furious are not repeated. These changes are outlined below and are in addition to the 
numerous changes that have occurred in the leadership of both ATF and the U.S. Attorney's 
Office for the District of Arizona, as well as the reassignment ofother personnel and cases. And, 
as the Attorney General has made clear, following receipt and review of the Acting Inspector 
General's report, additional decisions and enhancements may be implemented. 

I. Enhancements Undertaken Even Prior to the Acting Inspector General's Report 

A TF has put in place a series of new policies and programs designed to respond to the 
lessons of these operations and has provided employees with additional opportunities to raise 
work-related concerns above the level of their immediate supervisors. The Department's Office 
of Enforcement Operations (OEO) has implemented changes to its wiretap authorization process 
and I have issued a direction to Department components regarding the handling ofcongressional 
requests for information. I discuss each of these reforms in more detail below. 

A. Enhancements Implemented By A TF 

On August 30, 2011, the Attorney General announced the appointment of U.S. Attorney 
B. Todd Jones to serve as Acting Director ofATF. Acting Director Jones is a former military 
prosecutor, has twice served as the U.S. Attorney for the District of Minnesota, and was -- until 
his appointment as Acting Director of ATF -- the Chair of the Attorney General's Advisory 
Committee. Both the Attorney General and I have directed Acting Director Jones to evaluate 
ATF's operations and, where appropriate, overhaul them. Within several weeks of assumingthe 
position, Acting Director Jones announced key management changes and instituted reviews of 
some of the agency's policies and procedures. Other ofthe agency's policies and procedures had 
been amended shortly before his arrival or were already under review. Acting Director Jones is 
committed to implementing reforms to prevent tactics like those used in Operation Fast and 
Furious from happening again. His work in that regard is well underway. 

1. A TF Has Clarified Its Firearms Transfer Policy 

On November 3,2011, Acting Director Jones issued a memorandum clarifying ATF 
policy regarding firearms transfers. The policy reminds agents that interdiction or other forms of 
early intervention may be necessary to prevent the criminal acquisition, trafficking, or misuse of 
firearms, and that during the course ofan investigation, protecting public and officer safety 
should be the primary considerations. Under the policy, an agent must take all reasonable steps 
to prevent a firearm's criminal misuse. 
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The policy establishes a list of specific law enforcement options from which an agent 
must choose once the agent has a legal basis to make an arrest or seize a firearm. In addition, the 
policy makes clear that when a Federal Firearms Licensee (FFL) contacts an agent with concerns 
regarding a suspicious person or transaction prior to consummating a firearm transfer, the agent 
should: (1) direct the FFL to follow applicable law; and (2) advise the FFL that he or she is 
under no obligation to transfer firearms under circumstances he or she feels are suspicious and 
should use his or her best judgment in determining whether or not to transfer a firearm. 
Moreover, the policy makes clear that an agent should never respond to general inquiries by an 
FFL by affirmatively advising the FFL to sell or transfer a firearm. To help implement the 
policy, ATF has added a code in its case management system to track interdiction efforts. The 
addition of this code reinforces the message to agents that interdiction is an important law 
enforcement tool and one that will be considered in evaluating their performance. 

2. 	 A TF Has Implemented a New Monitored Case Program 

On July 19, 2011, ATF announced the implementation of a new Monitored Case Program 
designed to ensure close investigative, operational and strategic coordination between the field 
and relevant headquarters personnel for ATF's most sensitive investigations. Under the 
Program, certain identified categories of investigations-among them investigations in which 
more than 50 firearms have been straw-purchased or trafficked-will receive enhanced oversight 
from A TF headquarters. Once an investigation qualifies as a monitored case, the Special Agent 
in Charge (SAC) of the relevant ATF Field Division becomes responsible for briefing his or her 
supervisor at ATF headquarters each month on the progress of the investigation. The SAC is 
also required to notify the supervisor each time an unanticipated significant event occurs in the 
investigation. ATF's Deputy Assistant Directors have begun briefing on a monthly basis the 
Acting Director, Deputy Director and Assistant Director for Field Operations on the monitored 
investigations within their region. Through the Monitored Case Program, significant cases will 
receive additional oversight and guidance from A TF headquarters personneL . 

3. 	 A TF Has Revised Its Policies Regarding The Use Of 

Confidential Informants And Undercover Operations 


ATF also recently revised its policies governing the use of confidential informants and 
undercover operations. The revised Confidential Informants Usage Policy was issued on 
November 8, 2011 and the revised Undercover Operations Policy was issued on November 17, 
2011. 
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The revised Undercover Operations Policy establishes an undercover review committee 
to review all cases that are deemed to involve sensitive circumstances, or to have or potentially 
have a significant regional or national impact, or otherwise to merit committee review. The 
committee is comprised of a Deputy Assistant Director for Field Operations, the Chief of the 
Special Operations Division, the SAC of the Undercover Branch, the Chief of the Operations 
Security Branch, and the Associate Chief Counsel for Field Operations and Information. The 
revised confidential informant usage guidelines similarly establish a confidential informant 
review committee to consider issues including the use of high-level confidential informants, 
long-term confidential informants, and informants under the obligation of a legal privilege or 
affiliated with the media. Under the guidelines, this committee is chaired by a Deputy Assistant 
Director for Field Operations and includes a Criminal Division Deputy Assistant Attorney 
General, an Assistant United States Attorney, the Chief of the Special Operations Division, and 
the Associate Chief Counsel for Field Operations and Information. 

ATF's revised confidential informant policy also contains a provision stating that, 
"[u]nless extraordinary circumstances exist and are substantiated," ATF shall not approve the use 
of "[p]ersons who are licensees in an industry in which A TF has jurisdiction (including Federal 
firearms and explosives licensees)" as confidential informants. This provision means that, absent 
such extraordinary circumstances, ATF may not use FFLs as paid informants. Another provision 
specifically illustrates the types of situations in which "extraordinary circumstances" are deemed 
to exist. The first is when the licensee is arrested, charged or facing charges and agrees to 
cooperate as a confidential informant in consideration of a reduction of sentence or in lieu of 
prosecution. The second is when employees of licensees who are not actual license holders or 
officers of the corporation listed under the license provide information against the licensee 
suspected of illegal activity. Combined with the refinements to ATF's firearms transfer policy 
discussed above, these measures directly address the concerns presented by ATF's interactions 
with FFLs in Wide Receiver and Fast and Furious. 

4. A TF Has Reinforced The Importance of Deconfliction and Information Sharing 

In July 2011, ATF issued a memorandum to all Special Agents in Charge (SACs) 
reinforcing the importance of deconfliction and information sharing in every investigation and 
requiring the use of available deconfliction databases in every investigation. The memorandum 
requires deconfliction with other law enforcement components of all suspects or persons prior to 
opening an investigation to determine whether the suspect or his or her address is already the 
subject of investigation. If there is an open investigation, the memorandum requires ATF agents 
to contact the appropriate case agent and coordinate efforts. Any new persons or subjects 
identified during the course of the investigation must also be queried through the databases to 
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ensure constant and continual deconfliction. The memorandum recognizes the need for such 
deconfliction given the multi-jurisdictional nature of the individuals and criminal organizations 
subject to investigation by A TF and other law enforcement agencies. 

5. ATF Has Established Advisory Committees To Advise Agency Leadership 

This year, Acting Director Jones established a SAC Advisory Committee and the Deputy 
Director established a Special Agent (SA) Advisory Committee. These Committees will meet 
quarterly with the Acting Director and Deputy Director, respectively, to share their issues, 
concerns, and recommendations. They may also be tasked to propose solutions for problems or 
concerns that they identify. The Advisory Committees offer the field an opportunity to be heard 
directly by the leaders of the agency. The SAC Advisory Committee, which is modeled after the 
Attorney General's Advisory Committee and the SAC Advisory Committees of the FBI and 
DEA, is composed of a diverse group of SACs representing the three regions ofthe country. The 
SAC Advisory Committee will present ideas directly to the Acting Director and examine 
particular issues on which he seeks input The SA Advisory Committee originated as a result of 
the Deputy Director's desire to open a dialogue with ATF agents who work at the street level and 
whom he does not see every day. The Deputy Director intends to solicit ideas and 
recommendations that Special Agents have for making the Bureau better. This committee is 
composed of a mix of street agents who volunteered to participate. The Committee gives agents 
a direct line of communication to the Deputy Director. 

6. 	 A TF Has Provided Supplemental Training Based On The Lessons Of Fast and 
Furious 

Recently, ATF provided targeted training for special agents and law enforcement 
personnel in the Phoenix Field Division designed to address the legal and investigative issues 
raised by Operation Fast and Furious. The training covered techniques, strategies and the law 
applicable to firearms trafficking investigations. The training specifically targeted U.S.-Mexico 
cross-border firearms trafficking issues with many of the instructors having been posted in, or 
temporarily assigned to, Mexico. The training focused on legal and practical issues involved in 
developing cases beyond traditional false statement charges. It also included instruction on 
ATF's revised firearms transfer policy. Other topics addressed included: making traffic stops 
based on reasonable suspicion (with a renewed emphasis on interdiction); interviewing suspects 
and identification techniques; intelligence issues and ATF Mexico operations capabilities with 
specific reference to cross-border firearms trafficking; trafficking trends involving Mexico; and 
the role of the Phoenix Field Division in ATF's efforts to interrupt firearms destined for the 
Mexican drug trafficking organizations. The legal instruction also emphasized moving cases 



Letter to Messrs. Chairmen and Senator Grassley, Congressman Conyers, and 
Congressman Cummings 
Page 6 

beyond straw purchaser investigations and helping obtain increased sentences for straw 

purchasers. 

ATF intends to evaluate the training delivered to Phoenix employees and determine how 
to provide similar training nationally. 

B. ATF Has Expanded Opportunities For Employees To Raise Work-Related Concerns 

ATF has expanded the opportunities for employees to raise work-related concerns and 
stressed the need for supervisory level officials to be receptive to those concerns when they are 
raised. Acting Director Jones is in the process of visiting each field office and conducting town 
hall meetings with employees. Employees are encouraged to raise concerns or issues directly 
with him and the Senior Executive Staff at these meetings without fear of retaliation or reprisal. 
ATF has also restructured its Office of the Ombudsman, which assists employees in seeking fair 
solutions to work-related problems through an informal, neutral and confidential process. In 
January 2011, A TF added a full-time special agent position to that office to address issues raised 
by other special agents. In December 2011, the Acting Director also appointed a senior special 
agent as the Chief ATF Ombudsman and has initiated measures to better publicize the existence 
of the office and ultimately improve efforts to address concerns raised by ATF employees. 

C. Enhancements Implemented By The Department's Office of Enforcement Operations 

Beyond the enhancements implemented by ATF, Assistant Attorney General for the 

Criminal Division Lanny Breuer has refined the Criminal Division's wiretap. authorization 
process. As you know, OEO is primarily responsible for the Department's statutory wiretap 
authorizations. Assistant U.S. Attorneys in U.S. Attorneys' Offices around the country, and trial 
attorneys in the Criminal Division's litigating sections, submit wiretap packages (which consist 
of an application from a prosecuting attorney, an affidavit from a case agent, and a proposed 
judicial order) to OEO's Electronic Surveillance Unit (ESU), and ESU lawyers help AUSAs and 
trial attorneys ensure that their wiretap packages meet statutory requirements and DOJ policies. 
Once a wiretap package is deemed sufficient by OEO, OEO then submits the package, with a 
cover memorandum making a recommendation, to a Deputy Assistant Attorney General 
(DAAG) in the Criminal Division, who reviews it to decide whether or not to authorize the 
submission of the wiretap application to a federal court. Thousands of wiretap packages are 
submitted to OEO each year. 

In the Fall of2011, the OEO supervisors and Criminal Division DAAGs involved in the 
wiretap review process were directed to increase their efforts to ensure that relevant supervisory 
AUSAs are notified when the Criminal Division's review of wiretap applications raises concerns 

about operational tactics being used in a matter, rather than rely on the fact that supervisory 
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AUSAs should already be aware of the tactics used in their own office's cases. In particular, the 
Director of OEO has been instructed to communicate any such concerns-whether they originate 
with a DAAG or within OEO--to the relevant supervisory AUSAs if and when they arise. In 
addition, OEO now requires two levels ofOEO supervisory review (as opposed to one) in cases 
involving multiple extensions of Title III wiretaps. Thus, after 90 days of interception in a 
particular case, if an AUSA requests a further extension of the wiretap, two OEO supervisors 
must now review the application before it is submitted to a Criminal Division DAAG for 
authorization. 

D. The Department Has Issued a Directive To Components Regarding The 
Handling Of Congressional Requests For Information 

On January 26, 2012, I issued a memorandum for Heads of Department Offices, Boards, 
Divisions and Components and all United States Attorneys regarding the handling of 
congressional requests for information. This directive makes clear that ensuring the accuracy 
and completeness of information that the Department provides to Congress is a matter of utmost 
importance. Accordingly, the directive instructs that each component must undertake rigorous 
efforts to obtain accurate and complete information from employees with the best knowledge of 
the matters relevant to the congressional inquiry. In particular, the directive instructs 
Department components to: 

• 	 Assign ultimate responsibility for submitting or reviewing a draft response to a 
congressional inquiry to an appropriate senior manager who can ensure that all 
appropriate units and sections within the component provide the necessary 
information and have the opportunity to raise any relevant questions or concerns. 
This senior manager has responsibility for ensuring that the component's response is 
properly fact-checked and vetted. 

• 	 Solicit information directly from employees with detailed personal knowledge of the 
subject matter at issue and consult records relevant to the inquiry if such records are 
available. 

• 	 Recognize that, in some instances, the employees with the most relevant information 
may already have made protected disclosures on the subject to Congress or others. 
The directive emphasizes the Department's commitment to protecting the rights of 
whistleblowers and to complying both with the letter and spirit of the Whistleblower 
Protection Act. It also makes clear that the Whistleblower Protection Act does not 
prohibit seeking relevant information directly from employees who have made 
protected disclosures when necessary to ensure the accuracy and completeness of 
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responses to Congress. The directive instructs components that, in seeking to obtain 
information from such employees, they must do so in a manner that does not create a 
fear of reprisal for any protect~d disclosure. 

• 	 Recognize that while the Department strives to answer congressional inquiries 
promptly and undertakes to meet deadlines set by requestc;>rs when practical, the top 
priority is to ensure the accuracy and completeness of the information ultimately 
provided to Congress. 

II. The Need For Congressional Action 

While the reforms described above are an appropriate response to Wide Receiver, Fast 
and Furious and the other investigations where inappropriate investigative tactics were used, they 
will not halt the epidemic of gun trafficking on the Southwest border. Respectfully, we ask 
Congress to join us in addressing the dangers revealed by these flawed operations. The very 
A TF agents who brought Fast and Furious to light testified before the House Oversight and 
Government Reform Committee that A TF needs more effective enforcement tools if it is to make 
more progress in the fight against Mexican drug cartels. 

As the Attorney General has testified, there are several concrete steps we ask Congress to 
take to assist ATF in addressing this major public safety challenge: 

• 	 Enact a Federal Firearms Trafficking Statute. Currently, there is no federal 
statute that specifically prohibits straw purchasing or firearms trafficking itself. 
Instead, prosecutors rely primarily on "paperwork" provisions in Title 18 that 
prohibit making false statements in connection with the purchase of a firearm. 
We ask Congress to enact a comprehensive firearms trafficking statute to directly 
target criminal enterprises that utilize straw purchasers to assemble arsenals and 
supply weapons to criminal organizations. 

• 	 Strengthen Penalties for Straw Purchasing ofFirearms. Often the penalties 
imposed for the paperwork violations described above are too low to serve as a 
meaningful deterrent or to account for the violence associated with gun 
trafficking. Due in large part to the low penalties they are likely to face, 
defendants arrested for straw purchasing or relate~ conduct have little or no 
incentive to cooperate with law enforcement, which frustrates prosecutors' efforts 
to build cases against the leaders of gun trafficking schemes. Although the 
Sentencing Commission recently adopted changes to the Sentencing Guidelines 
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applicable to straw purchasing, we ask Congress to amend Title 18 to provide 
stiffer penalties in gun trafficking cases. 

• Do Not Block ATFfrom Receiving Useful Intelligence About Gun Trafficking. 
Last year, A TF established a common sense requirement that gun dealers in the 
border states report multiple sales ofcertain long guns to law enforcement, just as 
they have long been required to report multiple sales of handguns. The House of 
Representatives voted to withhold funding for this requirement, notwithstanding 
the fact that a court subsequently concluded that the requirement is "properly 
limited in scope." The National Shooting Sports Foundation, Inc. v. B. Todd 
Jones, Acting Director, Bureau ofAlcohol, Tobacco, Firearms & Explosives, 
Civil Action No. 11-1401 (RMC), slip op. at 2 (D.D.C. Jan. 13,2012). 

In, conclusion, the Department has worked to develop and implement measures to address 
the concerns raised in connection with these flawed law enforcement operations. We look 
forward to continuing to work with you to improve public safety on the Southwest border. 

Sincerely, 

James M. Cole 
Deputy Attorney General 


